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A Hidden Process Detection Model Based on
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Abstract: In recent years, the stealth of malware is getting stronger and stronger. In this paper, a SMM-based
Hidden process Detection model (SHPD) is proposed. SHPD can effectively detect the stealthy process in system
while ensuring its own transparency. SHPD consists of two parts; the client and the monitor. The client, which
implemented in BIOS, uses both internal and external semantic information to establish multiple views of processes
in OS and sends those process views to the monitor. The monitor identifies the stealthy process by comparing the
differences between the views. In the paper, we build a prototype system under the support of the SHPD theory,
and conduct functional testing and analysis. The experimental results verify the feasibility of SHPD.
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Virtual_to_Physical( virtual_address)

Input: virtual_address

Output: physical_address

1: Initialize(PAGE_OFFSET)

2:physical_address= (unsigned long) ( virtual_address)
— PAGE_OFFSET

3. returnphysical_address
3.1.3 ALERBALS
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Trusted_Process_View(current_task)

Input:current_task //>4 /i #FFE ) task_struct 147 #

Hoht
Output; TPVLMAX_PRO_LEN] //%]{z#FFE%04H
1. TPV[MAX_ PRO_LEN] = NULL

2:1_prev = current_task —>prev_task

3:t_next = current_task— >next_task

4:1=0

5. TPV[i] = = current_task;

6: whilet_prev ! = t_next &.&. t_prev— >>next_task
| = t_next Do: // 5

7. TPV[++i] = * t_prev

8. TPV[++i] = * t_next

9:t_prev = t_prev— >>prev_task
10:t_next = t_next— >next_task
11: ift_prev = t_next Do:

12 TPV[++i] = * t_prev
13: return TPV MAX_ PRO_LEN]]
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user_process[0] task_struct[0]

user_process[1] task_struct[1]

task_struct[i]

user_process[n-1] \

user_process[n]
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1 (] 1 (] () init

2 (] 2 [} (] kthreadd

3 [] 3 2 ] migration/8
4 [] 4 2 ] ksoftirqd/e
5 (] 5 2 stopper/e

6 L] 6 2 ] watchdog/e

7 8 7 2 ] events/@

27 [} 27 2 [} kseriod

28 @ 28 2 ] md/e

29 @ 29 2 ] md_misc/@

36 8 38 2 ] linkwatch

3 [] 31 2 ] khungtaskd
32 ] 32 2 -] kswapde

272 8 272 2 ) kdmflush

274 6 274 2 ] kdmflush

292 8 292 2 jbd2/dm-0-8
293 8 293 2 [} ext4-dio-unwi
963 6 963 2 ] ext4-dio-unwi
1858 © 1658 2 ) kauditd

1320 € 1320 1 auditd
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1502 6 1582 1 ] wpa_supplical
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1 ] init

2 (] 2 ] ] kthreadd

3 ] 3 2 -] migration/e
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